Lighthouse
User Manual

LAUREL BRIDGE

Orchestrating Medical Imaging Workflow

Laurel Bridge Software, Inc.
302-453-0222
www.laurelbridge.com

Document Version: 3.0.0

Last Saved: 11/14/2023 4:09:00 PM

Lighthouse User Manual ©2023 Laurel Bridge Software, Inc. All Rights Reserved

v3.0.0



Table of Contents

L OV VIBW .ttt n b ntn b n s ann b s nn b st s bnbnnnbnnnnnnntnnnnn 1
1.1 Which remote applications can be Monitored? ..........cooocviieieciiee e 1

2 INSTAIIATION et e e e e s bt e e s e r e e e e e b e e e e eanees 1
2.1 Upgrading from @ PreviouUs VEISION ........uii ettt estee e ssree e e siaee e s sire e e s sree s s snreee s snveeas 1
2.2 Minimum System SPeCifiCatioN.........uiiiiiiiicce e 1
2.3 e =T = To UL o= N 1
23.1 Installing SQL Server 2016 EXPress XB4.....cuuucuueieiiiueeeeiiieeeeniieeeessseeeesssseeesssssesssssseessssssens 2

2.4 Installation: Lighthouse APPlICation .........ceiviiiiiiiiiie e 2
2.5 Configuring LIGNTNOUSE ......coiiiiiie ettt e e et e e e e be e e e e earae e e eeareeas 6

3 WOrKFlOW DefinitioNs...cc.uviiiiiiieiieesiie ettt e e e s e e 6
3.1 [N\ Fo o {1 PP 6
3.2 U S Bl ettt ettt ettt e e ettt e e e e e e bttt e e e e e e e b b ettt e e e e e e e b ebee e e e et e e e beaeeeee e e e e e s nrereeeeeeeeaannraeeeeeas 7

4 Configuration QUICKSTArt........uviiiieiie et e e e et e e e are e e e e abae e e s eanaaeeeenns 7
4.1 ACCESS LIGhthOUSE'S WEDSILE ..eiieiiiiiiciiiee ettt ettt e e e e aaae e e ssnsreeeeas 7
4.2 [0 = [ o N 7
4.3 (0 [To] Qi 0o T oY 17 ={U = { [ ] o PRSP 8
4.4 L0 [To] QY2 =] o 4 ISP 8
44.1 Click “Database” under the “System->Administration” tab ........ccccocvveiivciieiinciiee e 8

4.5 O ol T Yo 1T PSSPt 9
4.6 01| ol D T 1 o o Yo X- 1 o SRS 10

5 Web Client: Lighthouse Web Interface Details .........ceeeveiiiiiiiciiee e 10
5.1 (DT o] o To 1= o F O O O O PO O ORISR P PO PSP POPTOPPPRRVPPOIOt 10
5.1.1 DashDOArd LISt VIEW......uiiiiieiiiecciieeceeeee ettt stee ettt ste e tee st sste e e saae e sbeessnaeesnteesnneesnreeen 10
5.1.2 Dashboard Details VIEW .......ccvieeiiieiieeiiie ettt ettt e sttt esbaeesaree s 11

5.2 (o} =11 IO SO PP PRRTPUPPPPROPIN 13
53 KY=T [ ol o PSSR 14
53.1 (60e] 1 0] o= 113Nt 14
5.3.2 N NV T =) (o] PO P P PTRUPPPPPN 17
533 LT} o1 [ | PP PU R USPPPPPPPPPTPPN 20

5.4 (001 0) {T={U T - 4 o] o AU USRIt 21
5.4.1 SYStEM CONFIGUIALION . .eiiiiiiiie i e e e e e aa e e e e aaa e e e esaeaeeeeas 21

5.5 (6= T PP PPPPPPPTPPOPON 25
Appendix A:  Lighthouse Privacy and Security Statement........cccccooeeeciiiiieiee e, 26
1 Management of Private Data ..o e a e 26
1.1 Types Of PHI Maintained .........coiiciiiiiiiiiieecciee ettt et vee e e re e e e s abe e e e e abae e e enraee e enreeas 26
1.2 Persistence Of Private Data.....c.ccccueeeciiiiiiee ettt et e s te e st e e nee e s te e e snt e e snee e ereeeenneeenns 26
13 Transmission OFf Private Data .....ccccceieecieeiciiecee et see e e e e e snte e e ee e e neeeenneeesnns 27

2 SeCUNItY Capabilities .uooeiiii it e e e e e e e e e e e aarrarraeaens 28
2.1 F AT oY 0 T Y [l Mo T=Co ) i PR SUT 28
2.2 F XU T [ OoT o1 d o ] E PSPPSR 28

Lighthouse User Manual ©2023 Laurel Bridge Software, Inc. All Rights Reserved v3.0.0



2.3 L0 EY=Ta N U o Lo Y § 7= 4o o N 28

2.4 SeCUritY CONFIGUIATION Loiiiiiiie i et e s st e e e s saba e e e ssabaeeessnnraeeean 29
2.5 Y=ol B 1AV U oo - =T PSP 29
2.6 De-1dentification Of PHI.......ciiiuiiiiiieciieeiee sttt ettt s te e sae e e sabe e sate e snneesabeeenes 29
2.7 2 F o] (U oI T gL I 2T o) o < I RSPUR 29
2.8 L g =T == oY AN o] o =LY N 29
2.9 Data Integrity and AUtheNTICITY ..oocvveii i s e 29
2.10  MalWare ProteCHION ..ocuieeeiee ettt ettt st s e s tee e s be e sbeeesateesbeeessbeesabaesnsseesabeeenns 30
D28 5 R o Yo LN XU d o Y=Y oL - | o] o W PP UPR 30
2.12  Person AUtheNTiCAtioN ......iciiiiice e e e e e s ee e s e e s e e e e e nareeas 30
2.12.1  Local Web User AdminiStration ........cccoovueercieeinieeniieeerieesieeesieesieesseeessveessaeeessnessveeesasees 30
2.12.2  LDAP Enabled Web User Administration .......c..cccevvuererieeniieeinieenieesseeesieessieeeseeesseeeesanees 31

D R T o o 1V 2 Tor- | I o 1ol PRSP 31
2.14 Device Life Cycle ROGAMAP ...vviiiiciiiiiciiie ettt ettt e e e s aree e e s ate e e e s nbeeesssbeeesenasenas 31
2.15 System and Application HardeniNg.........oooecuieiieciieee ettt e e e nrae e e 31
D S I =Tl U a4V CTU 1o F= Yo Vol IR PR 32
2.17 Data Storage Confidentiality .......ccueeeiiiiiiieiiie e e 32
2.18 Data Transmission Confidentiality ......cccueeeeeuieiiiiiiee e e e e 32
2.19  Data TransmisSiON INTEEIILY cocveeee e 32
2.20  Other Security CONSIAEratiONS ......uviiiiiiieei ettt ree e s e e e st ee e e s abeeeessreeessnnsenas 32
3 GDPR INOTES e s s e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeanaeaeaenns 34

Lighthouse User Manual ©2023 Laurel Bridge Software, Inc. All Rights Reserved v3.0.0



1 Overview

Laurel Bridge Lighthouse is a centralized management tool that allows users to view the status
and information of remote applications, referred to as nodes.

1.1 Which remote applications can be monitored?

e Compass 2.10.0 and newer.
e Navigator 3.0.0 and newer.
e Waypoint 1.12.0 and newer.

2 Installation

2.1 Upgrading from a Previous Version

Prior to upgrading, make sure the license tied to the copy of Lighthouse being upgraded is
covered under a valid maintenance contract that isn’t expired; licenses that don’t have a valid
maintenance contract cannot be upgraded.

An older Lighthouse version can be upgraded to a newer Lighthouse version without uninstalling
the older version (unless explicitly noted as being necessary for particular cases described in the
following sections of this chapter).

When upgrading a copy of Lighthouse that is multiple versions newer than the old version, it is
not necessary to install the intermediate versions; the new version will apply all the changes that
occurred between the old version and the version currently being installed.

Prior to installing the new version, stop the Lighthouse service.

2.2 Minimum System Specification

Lighthouse runs on dedicated hardware or a virtual machine.
e Intel i7+, 16GB+ RAM, 500GB+ HD 7200+ RPM,
e Windows 10 or newer; Windows Server 2016 or newer.
e SQL Server 2016 x64 or newer.
SQL Express edition may be used in most installations.
The full SQL version must be used for failover cluster configurations.
It is recommended to install the SQL Management Studio as well.

2.3 Prerequisites

Laurel Bridge Lighthouse utilizes several components known as prerequisites that must be
installed for the application to work. The following prerequisites must be installed prior to
installing Lighthouse:

Microsoft Visual C++ 2017 Redistributable (x64) - 14.15.26706, (vcredist x64.exe)

Microsoft SQL Server

Microsoft SQL Management Studio
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Note, Microsoft Visual C++ 2017 Redistributable is included in the Lighthouse installer and is
installed automatically. The installation is dependent on all Windows Updates being installed on
the host system.

2.3.1 Installing SQL Server 2016 Express x64

These are instructions for installing SQL Server Express in its most basic configuration for use
by Lighthouse. These instructions are valid for Windows 10 or newer and Windows Server 2016
or newer. The installation procedure may differ if a newer version of SQL Server is installed, if
the full version of SQL Server is preferred, or if SQL Server authentication mode must be
enabled.

1. Log into Windows as a user with administrative privileges.

2. Runthe SQL Server 2016 Express x64 with SP2
(en_sql_server_2016_express_with_service pack 2 x64 100540591.exe) installer.

3. Onthe Setup screen select New SQL Server stand-alone installation or add features to an
existing installation.

4. Onthe License Terms screen Accept the license, click the Next> button.

5. Onthe Install Rules screen verify no rules failed, click the Next> button.

6. Onthe Feature Selection screen make sure all the checkboxes are checked for all of the
Instance Features. Make sure that the Management Tools checkboxes are checked, click the
Next> Button.

7. Onthe Instance Configuration screen select Named Instance and enter the instance name,
e.g., SQLExpress2016. The SQL Server Directory is C:\Program Files\Microsoft SQL
Server\MSSQL13.<instance id>. Click the Next> button.

8. Onthe Server Configuration screen the defaults should be fine
for the Service Accounts tab and the Collation tab defaults. Click the Next> button.

9. Onthe Database Engine Configuration screen on the Account
Provisioning tab, select Windows Authentication Mode. The
Current user (who must have Administrative Privileges) should be in
the list under Specify SQL Server Administrators. If it is not, click
the button to Add Current User. Leave the defaults on the other two
tabs.

a. You must also add the ‘NT AUTHORITY\SYSTEM' user. Click the Add... button and
type System into the text box then click the Check Names button to add to the list and
click OK. You should now see ‘NT AUTHORITY\SYSTEM (SYSTEM) in the list of SQL
Administrators. Click the Next> button.

10. Installation should complete in several minutes.

2.4 Installation: Lighthouse Application

After installing the prerequisites, the Lighthouse installer (Lighthouse.msi) can be run. For
machines with an older version installed, this installer will upgrade any previous installation
while maintaining any current configuration settings.

You must have Windows Administrator privileges in order to install Lighthouse correctly.
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After launching the Lighthouse installer by double-clicking Lighthouse.msi, the user is greeted
with the Welcome screen:

ﬁ Laurel Bridge Lighthouse Setup — ot

Welcome to the Laurel Bridge Lighthouse
Setup Wizard

The Setup Wizard will install Laurel Bridge Lighthouse on your
computer. Clidk Mext to continue or Cancel to exit the Setup
Wizard.

Back Cancel

Click the Next button.
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The user is then greeted with the License Agreement screen:

‘_ﬁ] Laurel Bridge Lighthouse Setup —

End-User License Agreement

Pleaze read the following license agreement carefully

Laurel Bridge Software End User License Agreement (EULA) ~
1. Llicense

In thiz lioenze sgresment ("License Agresment” or “Agresment”], you, the purchaser of the loznze fghts
granted by this Agreement, are refermed to 33 “LUicenses" or "Youw.” In 3ocordanoe with the terms and
conditions of this License Agreement, Laurel Bridze Software, Inc. ["Licensor”) grants Licenses the non-
exnclusive license to use the accompanying proprietany software [“Software” or “Product”) and

documentation [ Documentation™) anty in the cowntry whene it was acguired from LES or an LES supplier
["Swpplier”) authorized to distribute Software to that country. In this License Agreement the Software,
Documentation, and any copies or modifications are referred to as the "Licensed Product.” All fights to

and in the Licensed Product, incleding, but not imited to, copyrights and trade secret rights, belong to
Licensor and Licensor holds tithe to each copy.

Unlezs othernwize stated, the Software shall only be run or wsed on 3 single computer system or instanoe

at one time (whether a physical or virtual system); no floating, concument, or network license is provided.

T LR S S R U PR O U SR TR TR S

[+]1 accept the terms in the License Agreement

Print Back Cancel

Check ‘I accept the terms in the License Agreement’ and then press the “Next >’ button.

The user is then greeted with the Installation Location screen:

ﬁ Laurel Bridge Lighthouse Setup —

Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install Laurel Bridge Lighthouse to:

|C: ‘\Program Files'\Laurel Bridge Software\Lighthouse',

Change...

Specify an installation location (the default location is typically the best choice) and then press
the ‘Next >’ button.
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The user is then greeted with the ready to install screen:

1‘.% Laurel Bridge Lighthouse Setup — >

Ready to install Laurel Bridge Lighthouse

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back B Install Cancel

Press the ‘Install’ button.

The user is then greeted with an installation progress screen:

j:.%] Laurel Bridge Lighthouse Setup — >

Installing Laurel Bridge Lighthouse

Please wait while the Setup Wizard installs Laurel Bridge Lighthouse.

Status:

Back Mext Cancel
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After installation completes, the user is then greeted with the Installation Complete screen:

Completed the Laurel Bridge Lighthouse
Setup Wizard

Click the Finish button to exit the Setup Wizard.

m

Back Finish Canc

Press ‘Finish’ to complete the installation. The computer should be rebooted after installation.

2.5 Configuring Lighthouse

After installing Lighthouse and rebooting, the Lighthouse Windows Service is running on the
default port 10700. Using any web browser, navigate to http://localhost:10700 to view the
Lighthouse Web Ul. The remainder of this User Manual provides a QuickStart guide for
configuring Lighthouse through the Web UI.

3 Workflow Definitions

For Lighthouse to function properly, various workflow configuration items need to be set up
correctly. At least one of each of the following types of configuration items must be defined.

3.1 Nodes

Nodes are remote applications that Lighthouse interacts with, retrieving status information and
issuing search requests in order to retrieve information.
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3.2 Users

A User entry can be created for each user of Lighthouse. There are two predefined users:
“Administrator”, and “lighthouse”.

4 Configuration QuickStart

4.1 Access Lighthouse’s Website
In a web browser, navigate to http://localhost:10700

4.2 Logln

Press the “arrow” icon:

Type in the username “Administrator” (without the quotes) and password “LaurelBridge1234”
(without the quotes):

B Lighthouse

Login to your account

User Name

Password
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»

4.3 Click “Configuration’

B Lighthouse

Dashboard

Search
Configuration

User

4.4 Click “System”

Configuration

System Modes

4.4.1 Click “Database” under the “System->Administration” tab

Configuration

System Nodes

General : : ) e
Database Licensing User Authentication

Logging

@ Database Configuration

Administration
Use the form below to change the database configuration.

(* DENOTES REQUIRED FIELDS)
Server Name *

+

Database Name *

Configure the database settings for your particular scenario.
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4.5 C(Click “Nodes”

Configuration

Systemn

® Nodes Configuration
Use the form below to change the node configurations.

0 - & Refresh + Add Node Last Updj

TYPE

Add a Node. Assign it a unique name (or acquire the name from the node itself) and specify
values for the required fields and, if desired, the optional fields:

e P Address: The IP address of the computer where Compass or Navigator is installed.

e Port: Compass, Navigator and Lighthouse communicate status and command information
via a protocol called gRPC. Lighthouse must be configured to know the gRPC port that
Compass or Navigator is using for gRPC communication. Compass and Navigator
contain a Lighthouse Configuration dialog on the System tab; the default value is 54500.

e URL: The URL of the Compass or Navigator web interface. Lighthouse displays several
URLSs for navigating directly to the Compass or Navigator web interface. This value
should be a combination of the hostname where Compass or Navigator is running, and
the port number specified on the Compass or Navigator System dialog. For example, if
Compass is installed on IP address 1.2.3.4, and the HTTP checkbox is checked and a port
number of 10400 has been specified for HTTP, then the url would be http://1.2.3.4:10400.

e Tags: Zero or more tags may be assigned to a node. This tag name can then be used as a
search parameter on the Dashboard screen. The same tag can be applied to multiple
nodes. For example, the tag East can be assigned. On the Dashboard screen, the search
string tag:East would display all nodes labeled with the tag East. Multiple tags can also
be specified by using AND/OR logic. For example, tag:East AND Tag:West
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http://1.2.3.4:10400/

-10 -

4.6 Click “Dashboard”

. Lighthouse

Dashboard

Search

Configuration

Users

Click the “Dashboard” icon on the side of the screen. Note: information on the Dashboard is
updated every 30 seconds. It is possible that changes made to the configuration (node
addition/deletion/rename, etc.) will not be updated until the next refresh.

5 Web Client: Lighthouse Web Interface Details

5.1 Dashboard

The Dashboard has two views for displaying the status of defined nodes: List View, and Details
View. The view selection can be made by toggling the two buttons to the right of the Search bar.
The Search bar can be used to filter the list of displayed nodes by searching the node names.

5.1.1 Dashboard List View
List View gives a concise list of information for each node:

Dashboard

Compass - Rupert igator 1.0.0 - Junction City
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5.1.2 Dashboard Details View

Details View provides more detailed information on each node.

-11 -

5.1.2.1 Dashboard Details View - Compass

For Compass, the “play” and “pause” buttons can be pressed to start and stop the Incoming and
Outgoing status of DICOM and HL7 input and output. The lower section of the Compass Detail

View Dashboard displays two histograms: the number of DICOM Jobs in each state and the

number of HL7 Jobs in each state:

Compass 1.0.0 - Winona

Status

Last Communication: 11/13

Used Space

7
3

Pending L Queued
Running

Pending . Queued
Running

o Incoming:
o Outgoing:

DICOM Jobs
66

HLY Jobs

140f20

13cf20

24

Pend/Run

Pend/Run
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5.1.2.2 Dashboard Details View - Navigator

For Navigator, the “play and “pause” button can be pressed to start and stop the processing of
workflows, move requests, and trigger events. The lower section of the Navigator Detail View
Dashboard displays two histograms: the number of Priors Workflows in each state and the
number of Dicom Move Requests in each state:

Navigator 1.0.0 - Mainville

Status

Last Communication: 11/ 3103

Hard Drive

@ Free Space Used Space

Priors Worlkflows

Running Completed Interrupted
Queued Waiting Failed

Dicom Move Requests

1
|
Rurning Completed Interrupted
Queusd Waiting Failed Delete
Requested
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5.1.2.3 Dashboard Details View - Waypoint

For Waypoint, the “play and “pause” button can be pressed to start and stop the Incoming status
of DICOM, HL7, and Web input. The lower section of the Waypoint Detail View Dashboard
displays one histogram: the number of Worklist Orders in each state:

Waypoint 1.0.0 - Hilliard

Status
DICOM
Last Communication: 11/1 310:31:27 AM

Hard Drive connections o ns

e o Y @ Free Space Used Space
. ) - 0%) ‘Web

o Incoming: 4 of 20 o Incoming: 19 of 25

\
l't

| \
‘- Y
\ 4
" p )
- - Connect|

o Incoming: 19 of 25

Orders (Last 7 Days)

671

129

Created In Progress Completed
Scheduled Canceled

5.2 Login

The Search, Configuration, and Users pages all require the user to log in. Lighthouse allows
administrative accounts to create, edit, and delete application specific usernames, passwords, and
roles. Individual users may also manage their own passwords. Alternatively, Active Directory
may be configured and used for user authentication and authorization. Either Lighthouse-specific
accounts may be used, or Active Directory accounts may be used; they cannot be used
simultaneously. See the System tab on the Options dialog to configure this functionality.
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. Lighthouse

Login to your account

User Mame

& Administrator

Password

5.3 Search

Lighthouse provides a search screen for Compass, Navigator, and Waypoint as a centralized and
convenient way to View, Add, Edit, and Remove items from each of those applications. The
Search menu is directly below the Dashboard menu on the Web Ul:

. Lighthouse

Deshboard

Search

Compass

MNawvigator

Waypoint

Configuration

U=ers

All search screens include a filter to select the data that is displayed. Note, for all filters at least
one Node must be selected to enable searching.

5.3.1 Compass

The Compass search tabs are:
e Compass DICOM Jobs
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Compass DICOM Cache Studies
Compass HL7 Jobs

Incoming DICOM Association History
e Incoming HL7 Connection History

5.3.1.1 Compass DICOM Jobs
The Compass DICOM Jobs page displays the DICOM jobs that match the search filter. The
columns are Patient Name, Patient ID, Accession Number, Modalities, Images, Study Instance
UID, Study Date, Source Name, Destination Name, State, Message, Attempts, Priority, Calling
AE, Called AE, Matched Rules, and Node. The More Options context menu to the right of the
selection checkbox contains:

e Copy Selected Row(s) to Clipboard

e Export Selected Row(s) to CSV

e Abort Incoming Associations

e Cancel

. Lighthouse
Search

5.3.1.2 Compass DICOM Cache Studies
The Compass DICOM Cache Studies page displays the DICOM studies currently stored in
Compass’ cache that match the search filter. The columns are Patient Name, Patient ID,
Accession Number, Study Instance UID, Study ID, Study Date, and Node. The More Options
context menu to the right of the selection checkbox contains:
e Send To > list of Compass Destinations
Move to Penalty Box
Download Images
Copy Selected Row(s) to Clipboard
Export Selected Row(s) to CSV
Remove
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5.3.1.3 Compass HL7 Jobs

The Compass HL7 Jobs page displays the HL7 jobs that match the search filter. The columns
are Message Type, Message, Sending Application, Sending Facility, Receiving Application,
Receiving Facility, Source Name, Destination Name, State, Attempts, Priority, Matched Rules,
and Node. The More Options context menu to the right of the selection checkbox contains:
Details

Hold

Send to > HL7 Destination

Copy and Send to > HL7 Destination

Set Priority > Priority Level

Copy Selected Row(s) to Clipboard

Export Selected Row(s) to CSV

View Job Report

Remove

. Lighthouse

5.3.1.4 Incoming DICOM Association History
The Compass Incoming DICOM Association History page displays the DICOM associations that
match the search filter. The columns are Source Name, Calling AE, Called AE, Host, Session
Name, Start Time, End Time, Result, and Node. The More Options context menu to the right of
the selection checkbox contains:

o Copy
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. Lighthouse

ssHL7jsbs  Incoming DICOM Association History  Incoming HI

Search Results for All Incoming DICOM Assac
0 v GRefesh Ls

= 'SOURCE NAME CALLING AE 4 CALLEDAE 4 4 sess & STARTTIME 4 ENDTIME

5.3.1.5 Incoming HL7 Connection History
The Compass Incoming HL7 Connection History page displays the HL7 connections that match
the search filter. The columns are Source Name, Host, Connection Type, Start Time, End Time
Result, and Node. The More Options context menu to the right of the selection checkbox
contains:

e Copy

Bl Lighthouse
Search

Hstory  Incaming HLT Cannection History

Search Results for All Incoming HL7 Car

10 - QRefesh et

SOURCE NAME ¢ CONNECTION TYPE 4 STARTTIME & ENDTIME

5.3.2 Navigator

The Navigator search tabs are:
Navigator Priors Workflows
Navigator Move Requests
Navigator Trigger Event Cache
Navigator Trigger Event History
Navigator APl Events

5.3.2.1 Navigator Priors Workflows

The Navigator Priors Workflows page displays the priors worklflow requests messages in a table
format. The columns are Patient Name, Patient ID, Accession Number, Patient Birthdate, Patient
Sex, SPSS Start Date, Created timestamp, Last Modified timestamp, Scheduled Station AE Title,
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Modality, Workflow Name, Rule, Priority, Status, Status Info, Attempts, Trigger Type, and
Node. The More Options context menu to the right of the selection checkbox contains:
e View Move Requests
e View Trigger Event Payload
e View Priors Info
e View Logs
View History
e Copy Selected Row(s) to Clipboard
e Export Selected Row(s) to CSV
e Requeue
e Remove

. Lighthouse

Dasnocard

Search

Search

5.3.2.2 Navigator Move Requests
The Navigator Move Requests page displays the move request messages in a table format. The
columns are Study Instance UID, Series Instance UID, Accession Number, Patient 1D, Source,
Destination, Modality, Study Description, Priority, Status, Status Info, Sub-Ops, Created
timestamp, Rule, and Node. The More Options context menu to the right of the selection
checkbox contains:

e View Parent Workflow
View Logs
Copy Selected Row(s) to Clipboard
Export Selected Row(s) to CSV
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. Lighthouse

Dashboard

Search

STUDYINSTANCE |, SERIESINSTANCE , ACCESSION . P . ., STUDY . v crgmye & STATUS
i L U # PATIENTID 4 SOURCE ESTINATION # MODALITY # & PRIORITY § STATUS =

DESCRIPTION CREATED » RULE # NODE &

tarrupted  Lorem [psum

5.3.2.3 Navigator Trigger Event Cache

The Navigator Trigger Event Cache page displays the trigger events currently stored in
Navigator’s trigger event cache. The columns are Key, Created timestamp, Expiration
timestamp, Trigger Name, Trigger Type, and Node. The More Options context menu to the right
of the selection checkbox contains:

e View Details
e Remove

. Lighthouse

= Navigator Trigger Event Cache  Nevigstor Trgaer

EXPIRATION ¢ TRIGGER NAME ¢ TRIGGERTYPE

5.3.2.4 Navigator Trigger Event History

The Navigator Trigger Event History page displays the trigger event history that matches the
search filter. The columns are Accession Number, Patient ID, Patient Name, Study Instance
UID, Created timestamp, Modality, Rules, Created Workflows, Trigger Name, Trigger Type, and
Node. The More Options context menu to the right of the selection checkbox contains:

View Payload

View Logs

Copy Selected Row(s) to Clipboard

Export Selected Row(s) to CSV
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. Lighthouse
Search

Whiers | Seerch Resuts for All Trigger Events on Mainvile
0 v OReiemh

[
ACCESSION NUMBER 4 PATIENT 4 PATIENT NAMI 4 STUDY INSTANCE UID 4 CREATED MODALTY 4 RULES 4 CREATED WORKFLOWS ¢ TRIGGER NAME 4 TRIGGERTYPE 4 N

5.3.2.5 Navigator API Events
The Navigator API Events page displays the API events that matches the search filter. The
columns are APl Event Type, Created timestamp, Description, and Node. The More Options
context menu to the right of the selection checkbox contains:

e Copy Selected Row(s) to Clipboard

e Export Selected Row(s) to CSV

- Lighthouse
Search

5.3.3 Waypoint

The Waypoint search tabs are:
e Waypoint Worklist Orders
e Waypoint Patients

5.3.3.1 Waypoint Worklist Orders
The Wwaypoint Worklist Orders page displays the worklist orders stored in Waypoint that match
the search filter. The columns are Patient, Study, Status, Scheduled Start Date, Scheduled
Location, Study Date, Study Description, Institution Name, and Node. The More Options
context menu to the right of the selection checkbox contains:

e View Messages

e Remove
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Bl Lighthouse

Dashboard

Search

Waypoint Worklist Orders  Viaypoirt Patents.

w1

+ Add Order

# STUDY & STATUS ¢ SCHEDULED START DATE # SCHEDULEDLOCATION § STUDY DATE § STUDYDESCRIPTION & INSTITUTION NAME ¢ NODE &

5.3.3.2 Waypoint Patients
The waypoint Patients page displays the patients stored in Waypoint that match the search filter.
The columns are Name, ID, Issuer ID, DOB, Sex, and Node. The More Options context menu to
the right of the selection checkbox contains:

e Edit

e Remove

& ISSUERID

5.4 Configuration

The Configuration tabs are:
e System
e Nodes

5.4.1 System Configuration

System-wide settings for Navigator can be configured via the Configuration > System tab. The
System tab contains three sub-menus:

e General

e Logging: Application and Audit Log

e Administration
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5.4.1.1 General
The General section specifies the host names and ports that are used to communicate with
Lighthouse.

Configuration

System  Nodes Snapshot Configuration

192.168.14.154

5.4.1.2 Logging

The Logging configuration tabs are:
e Application Logging
e Audit Log

5.4.1.2.1 Application Logging
The Application Logging section specifies the file paths and verbosity level used for logs
messages for the Lighthouse application.

Configuration

General

5.4.1.2.2 Audit Log
The Audit Log section specifies whether to enable audit logging and the parameters to connect
with the Windows Audit Event logger.
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Configuration

System  Modes Snapshot Canfiguration

General

Application Logging  Audit Log,

Logging
© Audit Log Configuration

Administration
Use the form below to change the audit log co

(* DENOTES REQUIRED FIELDS)

Enabled

< PHI From Application
Enable TLS1.0

Enable TLS1.1

Enable TLS 12

Ignore Certificate N

d Certificates

(Input/Output Start/Stop)

[ N IIIIII|
H

5.4.1.3 Administration
The Administration tabs are:
e Database
e Licensing
e User Authentication

5.4.1.3.1 Database
The Database section specifies the parameters to connect with the SQL Server database.

Configuration
System  Nodes Snapshat Configuration

General
Database  Licensing  User Authentication

@ Database Configuration

Use the form
(* DENOTES REQUIRED FIELDS)
Server Name * \SQLEXPRESS
Dats ame * Lighthouse

ennection Timeout in Secs

[ caimmes;
L
n
n
v
|
|
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5.4.1.3.2 Licensing
The Licensing section specifies the parameters to install or activate the Lighthouse license.

Configuration

System  Nodes Snepshot Canfiguration

O Licensing
Use the form below to

(* DENOTES REQUIRED FIELDS)

Product

-BBBB-CCCC-DDDD

Host Name *

Main

5.4.1.3.3 User Authentication
The User Authentication section specifies the parameters to pass to LDAP/Active Directory for
authenticating login accounts that are not locally administered by Lighthouse.

Configuration
Nodes ‘Snapshot Configuretion
User Authentication

@ User Authentication Configurati

Use the form below to change the user authenticat

(* DENOTES REQUIRED FIELDS)

| Lo ]

I

I —

I ——

I ——

A

]

]
Test

|

B c

u
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5.5 Users

The Users section displays the user logins that are locally administered by Lighthouse. Users
can be added, edited, or removed from the Users configuration screen.
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Appendix A: Lighthouse Privacy and Security Statement

Because the Laurel Bridge Lighthouse application is installed on hardware that is provided,
configured, and controlled by the Lighthouse customer, Laurel Bridge Software (LBS) cannot
make assertions about the privacy and security of a particular Lighthouse installation. It is up to
the customer to ensure that the host Windows system onto which Lighthouse is installed has
been adequately secured and locked down. However, LBS does provide technology, tools, and
guidance to assist customers in locking down their Lighthouse installations. In the context of this
appendix, the term “Lighthouse customer” refers to the administrators for the host hardware
system and for the Lighthouse application.

An overview of the Lighthouse application privacy and security features is given in the sections
below, roughly following the format given in the HIMSS/NEMA Standard HN 1-2013,
“Manufacturer Disclosure Statement for Medical Device Security”, or MDS2 for short. For more
details about this form or to download it, see http://www.himss.org/resourcelibrary/MDS2
(NEMA Document ID: 100382).

The headers in the following sections map directly to the headers in the MDS2 document. The
Lighthouse MDS2 document for a particular release is available upon request from LBS.

1 Management of Private Data

Laurel Bridge Lighthouse is a centralized management tool that allows users to view the status
and information of remote applications, referred to as nodes. Lighthouse retrieves data that may
contain protected health information (PHI) for display purposes only. The data is not maintained
or stored by Lighthouse, and thus is not maintaining part of the designated record set (as defined
by HIPAA). Also, the Lighthouse application and the data it stores and manages is entirely
resident within the customer premises (i.e., no part of the application or its data is cloud-hosted
or hosted by LBS).

1.1 Types of PHI Maintained

Because Lighthouse is able to retrieve both DICOM and HL7 messages, it potentially transports
and caches the following types of PHI:
Patient demographic information

Patient medical record information
Patient diagnostic and therapeutic information
Patient financial information

1.2 Persistence of Private Data

Lighthouse maintains PHI only temporarily in memory (while running) and does not store this
data on disk (persistent storage). PHI may be found in data transmitted or cached by the
application, and in log files generated during use of the application. Available security features
to protect PHI when at rest are described below and, in more detail, elsewhere in this Lighthouse
User Manual.
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Note: Due to the sensitive nature of the PHI that Lighthouse handles, the only non-destructive
and completely safe way to decommission a (non-virtual) computer system on which a
production Lighthouse application has been running is to wipe the hard drive clean using a
suitable hard drive wiping application. For self-encrypting drives, changing or overwriting the
encryption key(s) may be sufficient.

1.3 Transmission of Private Data

PHI can be transmitted or received over the network when requesting Lighthouse to view
DICOM, HL7, or other messages. The ability to configure and control the behavior of this
functionality is under the full control of the Lighthouse customer, and the use of these features
remains under the full control of the customer. Available security features to protect PHI when in
transit are described below and, in more detail, elsewhere in this Lighthouse User Manual.
Because Lighthouse does not process any patient billing transactions, it is not subject to the
requirements of the Payment Card Industry (PCI) Data Security Standard.
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2 Security Capabilities
The Laurel Bridge Lighthouse application is comprised of two parts:
1. Lighthouse Service, which runs as a Windows Service
2. Lighthouse Web, a web interface that allows configured web users to monitor and
manage nodes.

The following sections briefly describe available security features of the Lighthouse application.

2.1 Automatic Logoff

The Lighthouse Web interface can be configured to automatically log off Lighthouse users in a
configurable number of minutes. The default timeout is 10 minutes, and the timeout can be
configured to any value from 1 minute to 65536 minutes. Note that enabling the web auto-refresh
functionality on the status screen disables the web user auto-logoff.

2.2 Audit Controls

Lighthouse can be configured to send DICOM PS3.15 Appendix A.5 (“Audit Trail Message
Format Profile”) audit messages to a syslog server (such as syslog-ng or nsyslog). Messages can
be sent via the TLS (recommended), UDP, or TCP protocols, and all messages include the user
ID of the user performing the action as well as a date/time stamp.
The following types of audit trail messages can be enabled/disabled independently:
e Application Start/Stop — Logs when an application is started/stopped.
e Software Configuration — Logs when changes are made to the software configuration.
e User/Security Alerts — Logs when web user or security alerts occur.
These include events such as web user logon/logoff, web user addition/removal, web user
password/role changes, and manual modifications of DICOM or HL7 jobs.

The following DICOM PS3.15 Appendix A.5 audit trail message types are supported by
Lighthouse:

e Application Activity

o Application Start

o Application Stop
e Security Alert

o Security Configuration

o Software Configuration

o User Security Attributes Changed
e User Authentication

o Login

o Logout

2.3 User Authorization

The Lighthouse Web users can either be locally administered (by the Lighthouse Web module),
or they can be administered using LDAP / Active Directory. This is done by the Lighthouse
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customer configuring one or more Active Directory groups for each of following built-in web
user roles:

e Admin user

e Regular user

e View-only user

2.4 Security Configuration

The Lighthouse customer has full control over and responsibility for the security of Lighthouse,
both through the ability to lock down the Windows system on which Lighthouse is installed, as
well as through the ability to configure the security features built into the Lighthouse application.
Extensive information about how to do this is found in this Lighthouse User Manual.

2.5 Security Updates

The Lighthouse customer has full control over the installation of Windows security updates, as
well as over the installation of any Lighthouse application updates.

2.6 De-Identification of PHI

Lighthouse does not support the ability to configure de-identification of PHI. Lighthouse
displays DICOM or HL7 messages as they are provided by the node.

2.7 Backup and Restore

The Lighthouse customer has full responsibility to both install and maintain the SQL Server
database which provides the data storage for Lighthouse user logins only. As such, the customer
is also responsible for providing backup and restore capabilities for the SQL Server database.
Microsoft provides an extensive set of SQL Server backup, restore, and replication technologies.

2.8 Emergency Access

Since the Lighthouse customer has full control over the installation and configuration of both the
host system and the Lighthouse application itself, it is up to the customer to provide a means of
emergency access (“‘break-glass” feature) by maintaining alternate access to administrative
credentials for the systems involved.

2.9 Data Integrity and Authenticity

Since one of the primary functions of Lighthouse is to display data that was generated by
DICOM and HL7 messages, it is simply not practical to implement a mechanism whereby
alteration of data can be detected. Instead, the following techniques can be used to control and
track data modifications:
e Use Audit Trail logging to record any access to or modification of data.
e Use Windows Authentication to ensure that unauthorized Windows users cannot access
the host Windows system on which Lighthouse is installed.
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e Use Lighthouse Web authentication (either locally administered or based on Windows
Authentication) to ensure that unauthorized web users cannot access the Lighthouse data
remotely.

e Use TLS encryption on the network connections used by the system to ensure privacy,
node authentication, and protection against man-in-the-middle (MITM) attacks.

Lighthouse does not currently use explicit error detection on data at rest, but rather depends on
the built-in ECC error detection and correction technology provided by modern hard drives (as
supported by Windows). If data redundancy is desired, LBS recommends the use of RAID data
storage technology for the SQL Server database repository.

2.10 Malware Protection

Since the Lighthouse customer has full control over the installation and configuration of both the
host Windows system and the Lighthouse application itself, it is up to the customer to install and
maintain malware protection technology. Lighthouse itself should be unaffected by the use of
such technology (beyond the obvious potential impact to system performance that can occur
when using anti-virus software). For network router performance, it is generally recommended
that antivirus checking be turned off for the SQL data directories used by Lighthouse.

2.11 Node Authentication

Node authentication (the ability to confirm the identity of both the sender and receiver of
DICOM and HL7 data) can be implemented using TLS protocol on the network connection.
Lighthouse supports TLS as a client to the node. Secure Connections can be enabled on the
Lighthouse node configuration. The node that has Lighthouse communication enabled, e.g.,
Compass, Navigator, or Lighthouse, can enable TLS on the Lighthouse Settings. Nodes that are
not Laurel Bridge applications can also enable TLS on their Lighthouse communication settings.
More details about how to do this and further security details can be found elsewhere in this
Lighthouse User Manual.

2.12 Person Authentication

As mentioned earlier, user authentication for the host Windows system can be controlled locally,
using a domain with technology such as LDAP / Active Directory. User authentication for web
interface users can also be controlled either locally or using LDAP/AD.

2.12.1 Local Web User Administration

If you elect to administer web users locally, then there are no limits placed on the number of user
accounts that can be created. Customers can and should immediately change default passwords
during the installation process (there are only two default accounts, “administrator” and a view-
only user “Lighthouse”). Passwords must be a minimum of 8 characters long and must contain
both uppercase and lowercase letters. Optionally, a high-security password mode can be enabled,
which requires that passwords be a minimum of 12 characters long and must contain numeric
digits, in addition to uppercase and lowercase letters. Shared user 1Ds can be used, but the
default behavior is to only allow a user to log on from a single computer at a time. Local users’
passwords cannot currently be configured to expire.
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2.12.2 LDAP Enabled Web User Administration

When web users are administered with LDAP Enabled, the rules regarding users and passwords
are up to the LDAP/AD technology. Active Directory allows for the configuration of password
complexity and expiration rules, account locking, centralized account administration, etc.

2.13 Physical Locks

Since the Lighthouse customer owns and has full control over the host Windows system on
which Lighthouse is installed, it is up to the customer to maintain the physical security of the
host system.

2.14 Device Life Cycle Roadmap

The Lighthouse application currently supports the following Windows operating systems:
e Windows 10 or newer

e Windows Server 2016 or newer

LBS intends to support each of these operating systems up until their respective end-of-
extended-support dates.

In addition, the Lighthouse application has the following software dependencies:
e SQL Server (can be 2016 x64 or newer)
e SQL Server Management Studio
e .NETG6.0

See section 2.2 Minimum System Specification and section 2.3 Prerequisites.

2.15 System and Application Hardening

Since the Lighthouse customer provides, configures, owns, and has full control over the host
system on which Lighthouse is installed, it is up to the customer to perform system hardening, as
well as to configure the Lighthouse application for the desired level of application hardening.
More details about hardening of the host Windows system and the Lighthouse application can be
found elsewnhere in this Lighthouse User Manual.

Some specific application hardening techniques that are supported by and/or implemented in
Lighthouse include:
e Use of Authenticode digital signatures (currently SHA256) for all LBS executables and
DLLs
e Support for TLS encryption for data in transit
e Support for single sign on (Windows Authentication / Active Directory)

The implementation of the following lockdown techniques on the host Windows system is the
responsibility of the Lighthouse customer:
e Disabling of unnecessary Windows accounts

¢ Disabling of unnecessary open network ports (e.g., telnet, ftp, etc.)
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e Removal of any unnecessary off-the-shelf applications

e Enabling of Windows password-protected, inactivity-activated screen lockout

e Disabling of the ability to boot from removable media (if physical access to the host
Windows system cannot be controlled)

e Enabling of BitLocker or other at-rest, full-disk encryption technologies (if desired)

e Enabling of SQL Server encryption (especially if the database resides on a different,
unencrypted system)

2.16 Security Guidance

The security-related features of the Lighthouse application are described in detail in this
Lighthouse User Manual.

2.17 Data Storage Confidentiality

Lighthouse does not encrypt data while at rest on the hard drive(s). PHI is stored both in the SQL
Server database, as well as in the cached data files. If at-rest encryption of PHI is deemed
necessary (e.g., if physical access to the host Windows system cannot be controlled), we
recommend the use of a full disk encryption technology such as BitLocker or the use of self-
encrypting drives. SQL Server at-rest encryption technologies such as Transparent Data
Encryption (TDE) may also be necessary if the SQL Server database is resident on a different
(unencrypted) system. Lighthouse does support encrypted SQL Server connections, and their use
is highly recommended in the case of SQL Server instances accessed over a network.

2.18 Data Transmission Confidentiality

Lighthouse can be configured to encrypt data in transit (using TLS), which will protect the data
against interception by unauthorized parties. And as mentioned above, Lighthouse supports
encrypted SQL Server connections, and LBS highly recommends using them in the case of SQL
Server instances accessed over a network.

2.19 Data Transmission Integrity

TLS encryption also protects the data against any attempt to modify the data during transmission
(i.e., via man-in-the-middle attacks). Lighthouse will only transmit data to destinations that have
been explicitly configured within the application by the customer.

2.20 Other Security Considerations

Lighthouse can be serviced remotely by LBS only with the express permission of the Lighthouse
customer, as access to the host system onto which Lighthouse is installed is completely
controlled by the customer. Lighthouse does not contain any service backdoors, nor does it
contain any secret service accounts. All LBS access to an installed Lighthouse application must
be explicitly enabled/allowed by the customer using standard Windows secure remote access
technologies.
The following port numbers are the defaults used by the Lighthouse application. Note that these
can all be changed by the Lighthouse customer, if so desired.

e HTTP port = 10700 (10701 if using HTTPS)
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3 GDPR Notes

The European Union's (EU) General Data Protection Regulation (GDPR) is a refresh of Europe's
data-protection laws that harmonizes statutes across the 28 EU member states; it became effective
May 25, 2018. GDPR is a law that applies to any organization doing business in the EU or with
EU-based clients. It is up to the Laurel Bridge application customer to ensure that they manage the
Lighthouse application and the medical imaging data processed by it in a way that is conformant
to their GDPR policies and practices.

The content in this appendix describes the relevant security and privacy information associated
with this application. Relative to the GDPR some key points to remember are:

The Laurel Bridge Lighthouse application is installed on virtual or physical systems that
are provided, configured, and controlled by the customer, therefore Laurel Bridge
Software (LBS) cannot make assertions about the privacy and security of a particular
installation.

It is up to the customer to ensure that the customer’s host systems on which the
application components are installed have been adequately secured.

By virtue of using this application, Laurel Bridge Software receives no private data from
the customer or the customer’s clients; data remains with and under the control of the
customer.

The application does not maintain a designated record set and is not a primary repository
of electronic health record (EHR) or electronic medical record (EMR) data. Data
processed and tracked by the application is transient and purged after a user-configurable
period of time.

Log files may possibly contain private data associated with the medical imaging data
being processed. Such files should be handled in a way that is compliant with the
customer’s data retention and privacy policies.
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