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1 Overview 

Laurel Bridge Lighthouse is a centralized management tool that allows users to view the status 

and information of remote applications, referred to as nodes. 

1.1 Which remote applications can be monitored? 

• Compass 2.10.0 and newer. 

• Navigator 3.0.0 and newer. 

• Waypoint 1.12.0 and newer. 

2 Installation 

2.1 Upgrading from a Previous Version 

Prior to upgrading, make sure the license tied to the copy of Lighthouse being upgraded is 

covered under a valid maintenance contract that isn’t expired; licenses that don’t have a valid 

maintenance contract cannot be upgraded. 

 

An older Lighthouse version can be upgraded to a newer Lighthouse version without uninstalling 

the older version (unless explicitly noted as being necessary for particular cases described in the 

following sections of this chapter). 

 

When upgrading a copy of Lighthouse that is multiple versions newer than the old version, it is 

not necessary to install the intermediate versions; the new version will apply all the changes that 

occurred between the old version and the version currently being installed. 

 

Prior to installing the new version, stop the Lighthouse service. 

2.2 Minimum System Specification 

Lighthouse runs on dedicated hardware or a virtual machine. 

• Intel i7+, 16GB+ RAM, 500GB+ HD 7200+ RPM,  

• Windows 10 or newer; Windows Server 2016 or newer. 

• SQL Server 2016 x64 or newer. 

SQL Express edition may be used in most installations. 

The full SQL version must be used for failover cluster configurations. 

It is recommended to install the SQL Management Studio as well. 

2.3 Prerequisites 

Laurel Bridge Lighthouse utilizes several components known as prerequisites that must be 

installed for the application to work.  The following prerequisites must be installed prior to 

installing Lighthouse: 
- Microsoft Visual C++ 2017 Redistributable (x64) - 14.15.26706, (vcredist_x64.exe) 

- Microsoft SQL Server 

- Microsoft SQL Management Studio 
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Note, Microsoft Visual C++ 2017 Redistributable is included in the Lighthouse installer and is 

installed automatically.  The installation is dependent on all Windows Updates being installed on 

the host system. 

  

2.3.1 Installing SQL Server 2016 Express x64 

These are instructions for installing SQL Server Express in its most basic configuration for use 

by Lighthouse. These instructions are valid for Windows 10 or newer and Windows Server 2016 

or newer. The installation procedure may differ if a newer version of SQL Server is installed, if 

the full version of SQL Server is preferred, or if SQL Server authentication mode must be 

enabled. 
1. Log in to Windows as a user with administrative privileges. 

2. Run the SQL Server 2016 Express x64 with SP2 

(en_sql_server_2016_express_with_service_pack_2_x64_100540591.exe) installer. 

3. On the Setup screen select New SQL Server stand-alone installation or add features to an 

existing installation. 

4. On the License Terms screen Accept the license, click the Next> button. 

5. On the Install Rules screen verify no rules failed, click the Next> button. 

6. On the Feature Selection screen make sure all the checkboxes are checked for all of the 

Instance Features. Make sure that the Management Tools checkboxes are checked, click the 

Next> Button. 

7. On the Instance Configuration screen select Named Instance and enter the instance name, 

e.g., SQLExpress2016. The SQL Server Directory is C:\Program Files\Microsoft SQL 

Server\MSSQL13.<instance id>.  Click the Next> button. 

8. On the Server Configuration screen the defaults should be fine 

for the Service Accounts tab and the Collation tab defaults.  Click the Next> button. 

9. On the Database Engine Configuration screen on the Account 

Provisioning tab, select Windows Authentication Mode. The 

Current user (who must have Administrative Privileges) should be in 

the list under Specify SQL Server Administrators. If it is not, click 

the button to Add Current User. Leave the defaults on the other two 

tabs.   

a. You must also add the ‘NT AUTHORITY\SYSTEM’ user.  Click the Add… button and 

type System into the text box then click the Check Names button to add to the list and 

click OK.  You should now see ‘NT AUTHORITY\SYSTEM (SYSTEM)’ in the list of SQL 

Administrators.  Click the Next> button. 

10. Installation should complete in several minutes. 

2.4 Installation: Lighthouse Application 

After installing the prerequisites, the Lighthouse installer (Lighthouse.msi) can be run.  For 

machines with an older version installed, this installer will upgrade any previous installation 

while maintaining any current configuration settings. 

 

You must have Windows Administrator privileges in order to install Lighthouse correctly. 
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After launching the Lighthouse installer by double-clicking Lighthouse.msi, the user is greeted 

with the Welcome screen: 

 

 

 

Click the Next button. 
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The user is then greeted with the License Agreement screen: 

 

Check ‘I accept the terms in the License Agreement’ and then press the ‘Next >’ button.  

 

The user is then greeted with the Installation Location screen: 

  

Specify an installation location (the default location is typically the best choice) and then press 

the ‘Next >’ button.  
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The user is then greeted with the ready to install screen: 

 

Press the ‘Install’ button.  

 

The user is then greeted with an installation progress screen: 
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After installation completes, the user is then greeted with the Installation Complete screen: 

 

Press ‘Finish’ to complete the installation. The computer should be rebooted after installation. 

2.5 Configuring Lighthouse 

After installing Lighthouse and rebooting, the Lighthouse Windows Service is running on the 

default port 10700.  Using any web browser, navigate to http://localhost:10700 to view the 

Lighthouse Web UI.  The remainder of this User Manual provides a QuickStart guide for 

configuring Lighthouse through the Web UI. 

3 Workflow Definitions 

For Lighthouse to function properly, various workflow configuration items need to be set up 

correctly. At least one of each of the following types of configuration items must be defined. 

3.1 Nodes 

Nodes are remote applications that Lighthouse interacts with, retrieving status information and 

issuing search requests in order to retrieve information. 
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3.2 Users 

A User entry can be created for each user of Lighthouse. There are two predefined users: 

“Administrator”, and “lighthouse”. 

4 Configuration QuickStart 

4.1 Access Lighthouse’s Website 

In a web browser, navigate to http://localhost:10700 

4.2 Log In 

Press the “arrow” icon:  

 

 
 

Type in the username “Administrator” (without the quotes) and password “LaurelBridge1234” 

(without the quotes): 

 

 
 

 



- 8 - 

 

Lighthouse User Manual ©2023 Laurel Bridge Software, Inc. All Rights Reserved v3.0.0 

4.3 Click “Configuration” 

 

 

 

4.4 Click “System” 

 

 

4.4.1 Click “Database” under the “System->Administration” tab 

 
 

Configure the database settings for your particular scenario. 
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4.5 Click “Nodes” 

 
 

Add a Node. Assign it a unique name (or acquire the name from the node itself) and specify 

values for the required fields and, if desired, the optional fields: 

• IP Address: The IP address of the computer where Compass or Navigator is installed. 

• Port: Compass, Navigator and Lighthouse communicate status and command information 

via a protocol called gRPC. Lighthouse must be configured to know the gRPC port that 

Compass or Navigator is using for gRPC communication. Compass and Navigator 

contain a Lighthouse Configuration dialog on the System tab; the default value is 54500. 

• URL: The URL of the Compass or Navigator web interface. Lighthouse displays several 

URLs for navigating directly to the Compass or Navigator web interface. This value 

should be a combination of the hostname where Compass or Navigator is running, and 

the port number specified on the Compass or Navigator System dialog. For example, if 

Compass is installed on IP address 1.2.3.4, and the HTTP checkbox is checked and a port 

number of 10400 has been specified for HTTP, then the url would be http://1.2.3.4:10400. 

• Tags: Zero or more tags may be assigned to a node. This tag name can then be used as a 

search parameter on the Dashboard screen. The same tag can be applied to multiple 

nodes. For example, the tag East can be assigned. On the Dashboard screen, the search 

string tag:East would display all nodes labeled with the tag East. Multiple tags can also 

be specified by using AND/OR logic. For example, tag:East AND Tag:West 

 

  

http://1.2.3.4:10400/
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4.6 Click “Dashboard” 

 
 

Click the “Dashboard” icon on the side of the screen. Note: information on the Dashboard is 

updated every 30 seconds. It is possible that changes made to the configuration (node 

addition/deletion/rename, etc.) will not be updated until the next refresh. 

5 Web Client: Lighthouse Web Interface Details 

5.1 Dashboard 

The Dashboard has two views for displaying the status of defined nodes: List View, and Details 

View. The view selection can be made by toggling the two buttons to the right of the Search bar. 

The Search bar can be used to filter the list of displayed nodes by searching the node names. 

 

 
 

5.1.1 Dashboard List View 

List View gives a concise list of information for each node: 
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5.1.2 Dashboard Details View 

Details View provides more detailed information on each node. 

5.1.2.1 Dashboard Details View - Compass 
For Compass, the “play” and “pause” buttons can be pressed to start and stop the Incoming and 

Outgoing status of DICOM and HL7 input and output.  The lower section of the Compass Detail 

View Dashboard displays two histograms: the number of DICOM Jobs in each state and the 

number of HL7 Jobs in each state: 
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5.1.2.2 Dashboard Details View – Navigator 
For Navigator, the “play and “pause” button can be pressed to start and stop the processing of 

workflows, move requests, and trigger events.  The lower section of the Navigator Detail View 

Dashboard displays two histograms: the number of Priors Workflows in each state and the 

number of Dicom Move Requests in each state: 
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5.1.2.3 Dashboard Details View - Waypoint 
For Waypoint, the “play and “pause” button can be pressed to start and stop the Incoming status 

of DICOM, HL7, and Web input.  The lower section of the Waypoint Detail View Dashboard 

displays one histogram: the number of Worklist Orders in each state: 

 

 
 

 

5.2 Login 

The Search, Configuration, and Users pages all require the user to log in. Lighthouse allows 

administrative accounts to create, edit, and delete application specific usernames, passwords, and 

roles. Individual users may also manage their own passwords. Alternatively, Active Directory 

may be configured and used for user authentication and authorization. Either Lighthouse-specific 

accounts may be used, or Active Directory accounts may be used; they cannot be used 

simultaneously. See the System tab on the Options dialog to configure this functionality. 
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5.3 Search 

Lighthouse provides a search screen for Compass, Navigator, and Waypoint as a centralized and 

convenient way to View, Add, Edit, and Remove items from each of those applications.  The 

Search menu is directly below the Dashboard menu on the Web UI: 

 

 
 

All search screens include a filter to select the data that is displayed.  Note, for all filters at least 

one Node must be selected to enable searching. 

5.3.1 Compass 

The Compass search tabs are: 

• Compass DICOM Jobs 
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• Compass DICOM Cache Studies 

• Compass HL7 Jobs 

• Incoming DICOM Association History 

• Incoming HL7 Connection History 

5.3.1.1 Compass DICOM Jobs 
The Compass DICOM Jobs page displays the DICOM jobs that match the search filter.  The 

columns are Patient Name, Patient ID, Accession Number, Modalities, Images, Study Instance 

UID, Study Date, Source Name, Destination Name, State, Message, Attempts, Priority, Calling 

AE, Called AE, Matched Rules, and Node.  The More Options context menu to the right of the 

selection checkbox contains: 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 

• Abort Incoming Associations 

• Cancel 

 

 

5.3.1.2 Compass DICOM Cache Studies 
The Compass DICOM Cache Studies page displays the DICOM studies currently stored in 

Compass’ cache that match the search filter.  The columns are Patient Name, Patient ID, 

Accession Number, Study Instance UID, Study ID, Study Date, and Node.  The More Options 

context menu to the right of the selection checkbox contains: 

• Send To > list of Compass Destinations 

• Move to Penalty Box 

• Download Images 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 

• Remove 
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5.3.1.3 Compass HL7 Jobs 
The Compass HL7 Jobs page displays the HL7 jobs that match the search filter.  The columns 

are Message Type, Message, Sending Application, Sending Facility, Receiving Application, 

Receiving Facility, Source Name, Destination Name, State, Attempts, Priority, Matched Rules, 

and Node.  The More Options context menu to the right of the selection checkbox contains: 

• Details 

• Hold 

• Send to > HL7 Destination 

• Copy and Send to > HL7 Destination 

• Set Priority > Priority Level 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 

• View Job Report 

• Remove 

 

 

 

5.3.1.4 Incoming DICOM Association History 
The Compass Incoming DICOM Association History page displays the DICOM associations that 

match the search filter.  The columns are Source Name, Calling AE, Called AE, Host, Session 

Name, Start Time, End Time, Result, and Node.  The More Options context menu to the right of 

the selection checkbox contains: 

• Copy 
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5.3.1.5 Incoming HL7 Connection History 
The Compass Incoming HL7 Connection History page displays the HL7 connections that match 

the search filter.  The columns are Source Name, Host, Connection Type, Start Time, End Time 

Result, and Node.  The More Options context menu to the right of the selection checkbox 

contains: 

• Copy 

 

 

 
 

5.3.2 Navigator 

The Navigator search tabs are: 

• Navigator Priors Workflows 

• Navigator Move Requests 

• Navigator Trigger Event Cache 

• Navigator Trigger Event History 

• Navigator API Events 

 

5.3.2.1 Navigator Priors Workflows 
The Navigator Priors Workflows page displays the priors worklflow requests messages in a table 

format.  The columns are Patient Name, Patient ID, Accession Number, Patient Birthdate, Patient 

Sex, SPSS Start Date, Created timestamp, Last Modified timestamp, Scheduled Station AE Title, 
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Modality, Workflow Name, Rule, Priority, Status, Status Info, Attempts, Trigger Type, and 

Node.  The More Options context menu to the right of the selection checkbox contains: 

• View Move Requests 

• View Trigger Event Payload 

• View Priors Info 

• View Logs 

• View History 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 

• Requeue 

• Remove 

 

 

5.3.2.2 Navigator Move Requests 
The Navigator Move Requests page displays the move request messages in a table format.  The 

columns are Study Instance UID, Series Instance UID, Accession Number, Patient ID, Source, 

Destination, Modality, Study Description, Priority, Status, Status Info, Sub-Ops, Created 

timestamp, Rule, and Node.  The More Options context menu to the right of the selection 

checkbox contains: 

• View Parent Workflow 

• View Logs 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 
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5.3.2.3 Navigator Trigger Event Cache 
The Navigator Trigger Event Cache page displays the trigger events currently stored in 

Navigator’s trigger event cache.  The columns are Key, Created timestamp, Expiration 

timestamp, Trigger Name, Trigger Type, and Node.  The More Options context menu to the right 

of the selection checkbox contains: 

• View Details 

• Remove 

 

 
 

5.3.2.4 Navigator Trigger Event History 
The Navigator Trigger Event History page displays the trigger event history that matches the 

search filter.  The columns are Accession Number, Patient ID, Patient Name, Study Instance 

UID, Created timestamp, Modality, Rules, Created Workflows, Trigger Name, Trigger Type, and 

Node.  The More Options context menu to the right of the selection checkbox contains: 

• View Payload 

• View Logs 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 
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5.3.2.5 Navigator API Events 
The Navigator API Events page displays the API events that matches the search filter.  The 

columns are API Event Type, Created timestamp, Description, and Node.  The More Options 

context menu to the right of the selection checkbox contains: 

• Copy Selected Row(s) to Clipboard 

• Export Selected Row(s) to CSV 

 

 
 

5.3.3 Waypoint 

The Waypoint search tabs are: 

• Waypoint Worklist Orders 

• Waypoint Patients 

5.3.3.1 Waypoint Worklist Orders 
The Waypoint Worklist Orders page displays the worklist orders stored in Waypoint that match 

the search filter.  The columns are Patient, Study, Status, Scheduled Start Date, Scheduled 

Location, Study Date, Study Description, Institution Name, and Node.  The More Options 

context menu to the right of the selection checkbox contains: 

• View Messages 

• Remove 
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5.3.3.2 Waypoint Patients 
The Waypoint Patients page displays the patients stored in Waypoint that match the search filter.  

The columns are Name, ID, Issuer ID, DOB, Sex, and Node.  The More Options context menu to 

the right of the selection checkbox contains: 

• Edit 

• Remove 

 

 
 

5.4 Configuration 

The Configuration tabs are: 

• System 

• Nodes 

5.4.1 System Configuration 

System-wide settings for Navigator can be configured via the Configuration > System tab. The 

System tab contains three sub-menus: 

• General 

• Logging: Application and Audit Log 

• Administration 
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5.4.1.1 General 
The General section specifies the host names and ports that are used to communicate with 

Lighthouse. 

 

 
 

5.4.1.2 Logging 
The Logging configuration tabs are: 

• Application Logging 

• Audit Log 

 

5.4.1.2.1 Application Logging 
The Application Logging section specifies the file paths and verbosity level used for logs 

messages for the Lighthouse application. 

 

5.4.1.2.2 Audit Log 
The Audit Log section specifies whether to enable audit logging and the parameters to connect 

with the Windows Audit Event logger. 
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5.4.1.3 Administration 
The Administration tabs are: 

• Database 

• Licensing 

• User Authentication 

 

5.4.1.3.1 Database 
The Database section specifies the parameters to connect with the SQL Server database. 

 

 
 



- 24 - 

 

Lighthouse User Manual ©2023 Laurel Bridge Software, Inc. All Rights Reserved v3.0.0 

5.4.1.3.2 Licensing 
The Licensing section specifies the parameters to install or activate the Lighthouse license. 

 

 
 

5.4.1.3.3 User Authentication 
The User Authentication section specifies the parameters to pass to LDAP/Active Directory for 

authenticating login accounts that are not locally administered by Lighthouse. 
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5.5 Users 

The Users section displays the user logins that are locally administered by Lighthouse.  Users 

can be added, edited, or removed from the Users configuration screen. 
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Appendix A: Lighthouse Privacy and Security Statement 

Because the Laurel Bridge Lighthouse application is installed on hardware that is provided, 

configured, and controlled by the Lighthouse customer, Laurel Bridge Software (LBS) cannot 

make assertions about the privacy and security of a particular Lighthouse installation. It is up to 

the customer to ensure that the host Windows system onto which Lighthouse is installed has 

been adequately secured and locked down. However, LBS does provide technology, tools, and 

guidance to assist customers in locking down their Lighthouse installations. In the context of this 

appendix, the term “Lighthouse customer” refers to the administrators for the host hardware 

system and for the Lighthouse application. 

An overview of the Lighthouse application privacy and security features is given in the sections 

below, roughly following the format given in the HIMSS/NEMA Standard HN 1-2013, 

“Manufacturer Disclosure Statement for Medical Device Security”, or MDS2 for short. For more 

details about this form or to download it, see http://www.himss.org/resourcelibrary/MDS2 

(NEMA Document ID: 100382).  

The headers in the following sections map directly to the headers in the MDS2 document. The 

Lighthouse MDS2 document for a particular release is available upon request from LBS. 

1 Management of Private Data 

Laurel Bridge Lighthouse is a centralized management tool that allows users to view the status 

and information of remote applications, referred to as nodes.  Lighthouse retrieves data that may 

contain protected health information (PHI) for display purposes only.  The data is not maintained 

or stored by Lighthouse, and thus is not maintaining part of the designated record set (as defined 

by HIPAA). Also, the Lighthouse application and the data it stores and manages is entirely 

resident within the customer premises (i.e., no part of the application or its data is cloud-hosted 

or hosted by LBS). 

 

1.1 Types of PHI Maintained 

Because Lighthouse is able to retrieve both DICOM and HL7 messages, it potentially transports 

and caches the following types of PHI: 

• Patient demographic information 

• Patient medical record information 

• Patient diagnostic and therapeutic information 

• Patient financial information 

1.2 Persistence of Private Data 

Lighthouse maintains PHI only temporarily in memory (while running) and does not store this 

data on disk (persistent storage). PHI may be found in data transmitted or cached by the 

application, and in log files generated during use of the application.  Available security features 

to protect PHI when at rest are described below and, in more detail, elsewhere in this Lighthouse 

User Manual. 

 

http://www.himss.org/resourcelibrary/MDS2
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Note: Due to the sensitive nature of the PHI that Lighthouse handles, the only non-destructive 

and completely safe way to decommission a (non-virtual) computer system on which a 

production Lighthouse application has been running is to wipe the hard drive clean using a 

suitable hard drive wiping application. For self-encrypting drives, changing or overwriting the 

encryption key(s) may be sufficient. 

1.3 Transmission of Private Data 

PHI can be transmitted or received over the network when requesting Lighthouse to view 

DICOM, HL7, or other messages. The ability to configure and control the behavior of this 

functionality is under the full control of the Lighthouse customer, and the use of these features 

remains under the full control of the customer. Available security features to protect PHI when in 

transit are described below and, in more detail, elsewhere in this Lighthouse User Manual. 

Because Lighthouse does not process any patient billing transactions, it is not subject to the 

requirements of the Payment Card Industry (PCI) Data Security Standard. 
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2 Security Capabilities 

The Laurel Bridge Lighthouse application is comprised of two parts:  

1. Lighthouse Service, which runs as a Windows Service 

2. Lighthouse Web, a web interface that allows configured web users to monitor and 

manage nodes. 

The following sections briefly describe available security features of the Lighthouse application.  

2.1 Automatic Logoff 

The Lighthouse Web interface can be configured to automatically log off Lighthouse users in a 

configurable number of minutes. The default timeout is 10 minutes, and the timeout can be 

configured to any value from 1 minute to 65536 minutes. Note that enabling the web auto-refresh 

functionality on the status screen disables the web user auto-logoff. 

2.2 Audit Controls 

Lighthouse can be configured to send DICOM PS3.15 Appendix A.5 (“Audit Trail Message 

Format Profile”) audit messages to a syslog server (such as syslog-ng or nsyslog). Messages can 

be sent via the TLS (recommended), UDP, or TCP protocols, and all messages include the user 

ID of the user performing the action as well as a date/time stamp. 

The following types of audit trail messages can be enabled/disabled independently: 

• Application Start/Stop – Logs when an application is started/stopped. 

• Software Configuration – Logs when changes are made to the software configuration. 

• User/Security Alerts – Logs when web user or security alerts occur. 

These include events such as web user logon/logoff, web user addition/removal, web user 

password/role changes, and manual modifications of DICOM or HL7 jobs. 

 

The following DICOM PS3.15 Appendix A.5 audit trail message types are supported by 

Lighthouse: 

• Application Activity 

o Application Start 

o Application Stop 

• Security Alert 

o Security Configuration 

o Software Configuration 

o User Security Attributes Changed 

• User Authentication 

o Login 

o Logout 

2.3 User Authorization 

The Lighthouse Web users can either be locally administered (by the Lighthouse Web module), 

or they can be administered using LDAP / Active Directory. This is done by the Lighthouse 
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customer configuring one or more Active Directory groups for each of following built-in web 

user roles: 

• Admin user 

• Regular user 

• View-only user 

2.4 Security Configuration 

The Lighthouse customer has full control over and responsibility for the security of Lighthouse, 

both through the ability to lock down the Windows system on which Lighthouse is installed, as 

well as through the ability to configure the security features built into the Lighthouse application. 

Extensive information about how to do this is found in this Lighthouse User Manual. 

2.5 Security Updates 

The Lighthouse customer has full control over the installation of Windows security updates, as 

well as over the installation of any Lighthouse application updates. 

2.6 De-Identification of PHI 

Lighthouse does not support the ability to configure de-identification of PHI.  Lighthouse 

displays DICOM or HL7 messages as they are provided by the node. 

2.7 Backup and Restore 

The Lighthouse customer has full responsibility to both install and maintain the SQL Server 

database which provides the data storage for Lighthouse user logins only. As such, the customer 

is also responsible for providing backup and restore capabilities for the SQL Server database. 

Microsoft provides an extensive set of SQL Server backup, restore, and replication technologies. 

2.8 Emergency Access 

Since the Lighthouse customer has full control over the installation and configuration of both the 

host system and the Lighthouse application itself, it is up to the customer to provide a means of 

emergency access (“break-glass” feature) by maintaining alternate access to administrative 

credentials for the systems involved. 

2.9 Data Integrity and Authenticity 

Since one of the primary functions of Lighthouse is to display data that was generated by 

DICOM and HL7 messages, it is simply not practical to implement a mechanism whereby 

alteration of data can be detected. Instead, the following techniques can be used to control and 

track data modifications: 

• Use Audit Trail logging to record any access to or modification of data. 

• Use Windows Authentication to ensure that unauthorized Windows users cannot access 

the host Windows system on which Lighthouse is installed. 
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• Use Lighthouse Web authentication (either locally administered or based on Windows 

Authentication) to ensure that unauthorized web users cannot access the Lighthouse data 

remotely. 

• Use TLS encryption on the network connections used by the system to ensure privacy, 

node authentication, and protection against man-in-the-middle (MITM) attacks. 

Lighthouse does not currently use explicit error detection on data at rest, but rather depends on 

the built-in ECC error detection and correction technology provided by modern hard drives (as 

supported by Windows). If data redundancy is desired, LBS recommends the use of RAID data 

storage technology for the SQL Server database repository. 

2.10 Malware Protection 

Since the Lighthouse customer has full control over the installation and configuration of both the 

host Windows system and the Lighthouse application itself, it is up to the customer to install and 

maintain malware protection technology. Lighthouse itself should be unaffected by the use of 

such technology (beyond the obvious potential impact to system performance that can occur 

when using anti-virus software). For network router performance, it is generally recommended 

that antivirus checking be turned off for the SQL data directories used by Lighthouse. 

2.11 Node Authentication 

Node authentication (the ability to confirm the identity of both the sender and receiver of 

DICOM and HL7 data) can be implemented using TLS protocol on the network connection. 

Lighthouse supports TLS as a client to the node.  Secure Connections can be enabled on the 

Lighthouse node configuration.  The node that has Lighthouse communication enabled, e.g., 

Compass, Navigator, or Lighthouse, can enable TLS on the Lighthouse Settings.  Nodes that are 

not Laurel Bridge applications can also enable TLS on their Lighthouse communication settings.  

More details about how to do this and further security details can be found elsewhere in this 

Lighthouse User Manual. 

2.12 Person Authentication 

As mentioned earlier, user authentication for the host Windows system can be controlled locally, 

using a domain with technology such as LDAP / Active Directory. User authentication for web 

interface users can also be controlled either locally or using LDAP/AD. 

2.12.1 Local Web User Administration 

If you elect to administer web users locally, then there are no limits placed on the number of user 

accounts that can be created. Customers can and should immediately change default passwords 

during the installation process (there are only two default accounts, “administrator” and a view-

only user “Lighthouse”). Passwords must be a minimum of 8 characters long and must contain 

both uppercase and lowercase letters. Optionally, a high-security password mode can be enabled, 

which requires that passwords be a minimum of 12 characters long and must contain numeric 

digits, in addition to uppercase and lowercase letters. Shared user IDs can be used, but the 

default behavior is to only allow a user to log on from a single computer at a time. Local users’ 

passwords cannot currently be configured to expire. 
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2.12.2 LDAP Enabled Web User Administration 

When web users are administered with LDAP Enabled, the rules regarding users and passwords 

are up to the LDAP/AD technology. Active Directory allows for the configuration of password 

complexity and expiration rules, account locking, centralized account administration, etc. 

2.13 Physical Locks 

Since the Lighthouse customer owns and has full control over the host Windows system on 

which Lighthouse is installed, it is up to the customer to maintain the physical security of the 

host system. 

2.14 Device Life Cycle Roadmap 

The Lighthouse application currently supports the following Windows operating systems: 

• Windows 10 or newer 

• Windows Server 2016 or newer 

LBS intends to support each of these operating systems up until their respective end-of-

extended-support dates. 

 

In addition, the Lighthouse application has the following software dependencies: 

• SQL Server (can be 2016 x64 or newer) 

• SQL Server Management Studio 

• .NET 6.0 

See section 2.2 Minimum System Specification and section 2.3 Prerequisites. 

2.15 System and Application Hardening 

Since the Lighthouse customer provides, configures, owns, and has full control over the host 

system on which Lighthouse is installed, it is up to the customer to perform system hardening, as 

well as to configure the Lighthouse application for the desired level of application hardening. 

More details about hardening of the host Windows system and the Lighthouse application can be 

found elsewhere in this Lighthouse User Manual. 

 

Some specific application hardening techniques that are supported by and/or implemented in 

Lighthouse include: 

• Use of Authenticode digital signatures (currently SHA256) for all LBS executables and 

DLLs 

• Support for TLS encryption for data in transit 

• Support for single sign on (Windows Authentication / Active Directory) 

The implementation of the following lockdown techniques on the host Windows system is the 

responsibility of the Lighthouse customer: 

• Disabling of unnecessary Windows accounts 

• Disabling of unnecessary open network ports (e.g., telnet, ftp, etc.) 
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• Removal of any unnecessary off-the-shelf applications 

• Enabling of Windows password-protected, inactivity-activated screen lockout 

• Disabling of the ability to boot from removable media (if physical access to the host 

Windows system cannot be controlled) 

• Enabling of BitLocker or other at-rest, full-disk encryption technologies (if desired) 

• Enabling of SQL Server encryption (especially if the database resides on a different, 

unencrypted system) 

2.16 Security Guidance 

The security-related features of the Lighthouse application are described in detail in this 

Lighthouse User Manual. 

2.17 Data Storage Confidentiality 

Lighthouse does not encrypt data while at rest on the hard drive(s). PHI is stored both in the SQL 

Server database, as well as in the cached data files. If at-rest encryption of PHI is deemed 

necessary (e.g., if physical access to the host Windows system cannot be controlled), we 

recommend the use of a full disk encryption technology such as BitLocker or the use of self-

encrypting drives. SQL Server at-rest encryption technologies such as Transparent Data 

Encryption (TDE) may also be necessary if the SQL Server database is resident on a different 

(unencrypted) system. Lighthouse does support encrypted SQL Server connections, and their use 

is highly recommended in the case of SQL Server instances accessed over a network. 

2.18 Data Transmission Confidentiality 

Lighthouse can be configured to encrypt data in transit (using TLS), which will protect the data 

against interception by unauthorized parties. And as mentioned above, Lighthouse supports 

encrypted SQL Server connections, and LBS highly recommends using them in the case of SQL 

Server instances accessed over a network. 

2.19 Data Transmission Integrity 

TLS encryption also protects the data against any attempt to modify the data during transmission 

(i.e., via man-in-the-middle attacks). Lighthouse will only transmit data to destinations that have 

been explicitly configured within the application by the customer. 

2.20 Other Security Considerations 

Lighthouse can be serviced remotely by LBS only with the express permission of the Lighthouse 

customer, as access to the host system onto which Lighthouse is installed is completely 

controlled by the customer. Lighthouse does not contain any service backdoors, nor does it 

contain any secret service accounts. All LBS access to an installed Lighthouse application must 

be explicitly enabled/allowed by the customer using standard Windows secure remote access 

technologies. 

The following port numbers are the defaults used by the Lighthouse application. Note that these 

can all be changed by the Lighthouse customer, if so desired. 

• HTTP port = 10700 (10701 if using HTTPS) 
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3 GDPR Notes 

The European Union's (EU) General Data Protection Regulation (GDPR) is a refresh of Europe's 

data-protection laws that harmonizes statutes across the 28 EU member states; it became effective 

May 25, 2018. GDPR is a law that applies to any organization doing business in the EU or with 

EU-based clients. It is up to the Laurel Bridge application customer to ensure that they manage the 

Lighthouse application and the medical imaging data processed by it in a way that is conformant 

to their GDPR policies and practices. 

The content in this appendix describes the relevant security and privacy information associated 

with this application. Relative to the GDPR some key points to remember are: 

• The Laurel Bridge Lighthouse application is installed on virtual or physical systems that 

are provided, configured, and controlled by the customer, therefore Laurel Bridge 

Software (LBS) cannot make assertions about the privacy and security of a particular 

installation. 

• It is up to the customer to ensure that the customer’s host systems on which the 

application components are installed have been adequately secured. 

• By virtue of using this application, Laurel Bridge Software receives no private data from 

the customer or the customer’s clients; data remains with and under the control of the 

customer. 

• The application does not maintain a designated record set and is not a primary repository 

of electronic health record (EHR) or electronic medical record (EMR) data. Data 

processed and tracked by the application is transient and purged after a user-configurable 

period of time. 

• Log files may possibly contain private data associated with the medical imaging data 

being processed. Such files should be handled in a way that is compliant with the 

customer’s data retention and privacy policies. 
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